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	MedStar Requirements for Use or Disclosure of PHI in Research and Related Activities

Requirements are subject to  facility requirements which may be more stringent
	(1) 

MedStar-Employed Researcher Who Is A Treating Provider(
(e.g., Researcher who is a member of the patient’s treatment team)
	(2)

MedStar-Employed Researcher  Who Is not A Treating Provider*
(e.g., Researcher who is not a member of the patient’s treatment team)
	(3)

Non-MedStar Employed Researcher((

	(4)

MedStar Employee Who is A Custodian of 

Electronic Records

(e.g. custodian may be the researcher or a non-researcher)
	(5)

MedStar Employee Who is A Custodian of 

Paper Records

(e.g., Medical Records Dept. staff in a MedStar facility.)

	
	
	
	
	
	

	Reviews Preparatory to Research Type I
(For preparing a protocol and/or identifying and contacting potential research subjects) 

No disclosure to 3rd parties(((
	A MedStar-employed researcher conducting a reviews preparatory to research who is also a treating provider of the patient/subject may:

· access their own patients’ records; and

· make the required HIPAA certification representations orally to the data custodian – no form required.  

These oral representations are as follows:

· Access is sought solely to review PHI as necessary to prepare a research protocol or for similar purposes preparatory to research;

· No PHI will be removed from the MedStar facility in the course of the review; and
· The PHI to be accessed and reviewed is necessary for the research purposes.

A MedStar-employed researcher conducting a review preparatory to research may:

· record PHI for his or her own use;

· contact potential research subjects, but only in accordance with MedStar IRB policies regarding subject recruitment

but may not

· remove the original or the recorded PHI from the premises of the MedStar facility.

A treating provider may always discuss enrollment face-to-face with his or her patient without a HIPAA form.


	MedStar-employed researchers who are not part of the treatment team must:

· sign the MedStar certification form to access patient records; and
· provide this form to the data/records custodian. 

A MedStar-employed researcher conducting a review preparatory to research may:

· record PHI for his or her own use;

· contact potential research subjects???, (only in accordance with MedStar IRB policies regarding subject recruitment);

but may not

· remove the original or the recorded PHI from the premises of the MedStar facility.


	Non-MedStar Employed Researchers have four (4) alternatives to consider.

1) No Patient Contact.  To review MedStar records without recording any PHI or without contacting patients, researcher must:
· sign MedStar certification form to access patient records; and 
· provide signed copy of form to data/records custodian. 
but may not

· remove the original or the recorded PHI from the premises of the MedStar facility
Note: Even when a non-MedStar employed provider is treating MedStar patients, the provider may not review MedStar’s records pertaining to those patients for preparatory research purposes without presenting a signed certification form to the 

MedStar data/records custodian.

2) Direct patient contact.  To record MedStar PHI for preparatory research purposes or to contact patients directly for screening or recruitment, researcher [including non-MedStar employed treating provider] must:
· obtain partial waiver from MedStar or home IRB; and 
· provide documentation of waiver to data custodian.
3) Indirect patient contact.  To contact patients indirectly, a non-MedStar employed researcher may flag records (under the terms of #1 above) but to contact the patient must:

· request a MedStar-employed data custodian, or representative to send a letter to the flagged patients for recruitment purposes.

· The letter must be approved by the department head where the patient was treated, and the department head must sign the letter.

· The letter must describe the study in general terms (name of study, why patient was selected as potential candidate, name and contact information of the person to whom patient should respond if interested in participating in the study).

4) Treating providers face to face contact.  A treating provider may always discuss enrollment face-to-face with his or her patient without a HIPAA form.


	1) Custodian must follow HIPAA Verification procedures.

2) Custodian must retain certification form (or waiver form, where applicable) for six years.

3)
If the researcher is not a MedStar employee, the custodian must:

· maintain a disclosure log (PI name, protocol title, date, and records accessed); and must
· produce the necessary information when MedStar is asked to generate an accounting of disclosures.  

· When running reports or queries from the 

database for researchers, the custodian should keep a copy of the report with the researcher’s certification form. 

4)
Information in disclosure logs and researchers’ certification forms should be retained for six years.

5)
If the researcher is a MedStar-employee, and the researcher is also the data base custodian, the researcher must:

· sign and retain the certification form for his/her own research using the database, as described above (unless researcher fits criteria in Column 1, Row 1).

 
	1) Custodian must follow HIPAA Verification procedures.

2) Custodian must retain certification form (or waiver form, where applicable) for six years.

3) If the researcher is not a MedStar employee, the researcher must:
· place a copy of the certification (or waiver form) in each medical record disclosed; or
· maintain a disclosure log (PI name, protocol title, date, and records accessed); and must
· produce the necessary information when MedStar is asked to generate an accounting of disclosures.

4)
Information in disclosure logs and researchers’ certification forms should be retained for six years.

5)
If the researcher is a MedStar-employee, and the researcher is also the data base custodian, the researcher must:

· sign and retain the certification form for his/her own research using the database, as described above (unless researcher fits criteria in Column 1, Row 1).



	
	
	
	
	
	

	Reviews Preparatory to Research Type II
(For preparing a protocol and/or identifying and contacting potential research subjects.)

When disclosures will also be made to 3rd parties, such as a sponsor or co-investigator at another institution.***
	To disclose MedStar PHI to a 3rd party (e.g., a non-MedStar employee or sponsor) for preparatory research purposes (e.g., screening log)-

A researcher (including MedStar-employed treating provider) must 

· obtain partial waiver from MedStar IRB, and 

· provide documentation of the waiver to the data/records custodian.
	To disclose MedStar PHI to a 3rd party (e.g., a non-MedStar employee or a sponsor) for preparatory research purposes (e.g., screening log)-

A researcher must: 

· obtain a partial waiver from MedStar IRB, and 
· provide documentation of the waiver to the data/records custodian.


	To disclose MedStar PHI to a 3rd party (e.g., another non-MedStar employee or a sponsor) for preparatory research purposes (e.g., screening log) - 

A researcher (including non-MedStar employed treating provider) must:

· obtain a partial waiver from MedStar or home IRB, and

· provide documentation of the waiver to the data/records custodian.


	1) Custodian must follow HIPAA Verification procedures.

2) Custodian must retain certification form for six years.

3) If the researcher is not a MedStar employee, the custodian must:

· maintain a disclosure log (PI name, protocol title, date, and records accessed) and

· must produce the necessary information when MedStar is asked to generate an accounting of disclosures.  

4) Information in disclosure logs and researchers’ certification forms should be retained for six years.

5)
If the researcher is a MedStar-employee, and the researcher is also the data base custodian, the researcher must:

sign and retain the certification form for his/her own research using the database, as described above (unless researcher fits criteria in Column 1, Row 1).


	1) Custodian must follow HIPAA Verification procedures.

2) Custodian must retain certification form for six years.

3) If the researcher is not a MedStar employee, researcher must:
· place a copy of the certification form in each record disclosed or
· maintain a disclosure log (PI name, protocol title, date, and records accessed) and must

· produce the necessary information when MedStar is asked to generate an accounting of disclosures. 

4) Information in disclosure logs and researchers’ certification forms should be retained for six years.

5)
If the researcher is a MedStar-employee, and the researcher is also the data base custodian, the researcher must:

sign and retain the certification form for his/her own research using the database, as described above (unless researcher fits criteria in Column 1, Row 1).


	
	
	
	
	
	

	Research on Decedents’ PHI
	Decedents’ former treating provider must: 

· sign the MedStar certification form and 
· submit this form to the data/records custodian before conducting research involving the records of his/her deceased patients
	MedStar-employed researchers must: 

· sign the MedStar certification form and
· submit the form to the data/records custodian.
	Researchers must: 

· sign MedStar certification form and 

· submit the form to data/records custodian. 
	1) Custodian must follow HIPAA Verification procedures.

2) Custodian must retain certification form for six years.

3) If researcher is not a MedStar employee, the custodian must 

· maintain a disclosure log (PI name, protocol title, date, and records accessed) and
· must produce the necessary information when MedStar is asked to generate an accounting of disclosures for the decedent’s personal representative.  

4) Information in disclosure logs and researchers’ certification forms should be retained for six years.

5)
If the researcher is a MedStar-employee, and the researcher is also the data base custodian, the researcher must:

· sign and retain the certification form for his/her own research using the database, as described above (unless researcher fits criteria in Column 1, Row 1).


	1) Custodian must follow HIPAA Verification procedures

2) Custodian must retain certification form for six years.

3) If researcher is not a MedStar employee, the researcher must 

· place a copy of the certification form in each record disclosed or
· maintain a disclosure log (PI name, protocol title, date, and records accessed) and must

· produce the necessary information when MedStar is asked to generate an accounting of disclosures for the decedent’s personal representative. 

4) Information in disclosure logs and researchers’ certification forms should be retained for six years.

5)
If the researcher is a MedStar-employee, and the researcher is also the data base custodian, the researcher must:

· sign and retain the certification form for his/her own research using the database, as described above (unless researcher fits criteria in Column 1, Row 1).



	
	
	
	
	
	

	Limited Data Set
	To obtain a limited data set (LDS) from a MedStar data/records custodian, researcher must:

· complete and sign the MedStar data use agreement (DUA) and
· obtain the signature of both the MedStar Privacy Officer and the data/records custodian on the DUA.  

· A copy of the executed DUA must be provided to the data/records custodian. 

A MedStar-employed physician may create a limited data set from MedStar records of his/her own patients, but before using or disclosing the LDS for research he/she must follow the procedure above for executing the MedStar DUA. 
Alternatively, a MedStar-employed physician who is a data/records custodian may request that a MedStar-employed staff member prepare the limited data set for the physician’s use or disclosure, provided that the physician follows the procedure above for executing the MedStar DUA.


	To obtain a limited data set (LDS) from a MedStar data/records custodian, researcher must: 

· complete and sign the MedStar data use agreement (DUA) and 
· obtain the signature of both the MedStar Privacy Officer and the data/records custodian on the DUA.  

· A copy of the executed DUA must be provided to the data/records custodian. 

Note:  data/records custodian or a MedStar-approved business associate (see columns 4-5) must agree to create the LDS for the researcher.

Alternatively, a MedStar-employed physician who is a data/records custodian may request that a MedStar-employed staff member prepare the limited data set for the physician’s use or disclosure, provided that the physician follows the procedure above for executing the MedStar DUA.


	To obtain a limited data set (LDS) from a MedStar data/records custodian, researcher must:

· complete and sign the MedStar data use agreement (DUA) and 

· obtain the signature of both the MedStar Privacy Officer and the data custodian of the DUA.  

· A copy of the executed DUA must be provided to the data custodian. 

Note:  data/records custodian or a MedStar-approved business associate must agree to create the LDS for the researcher.


	1) Custodian must follow HIPAA Verification procedures.

2) Custodian must retain copy of executed DUA for six years.

3) Custodian may engage a business associate to create the LDS, provided that the business associate is approved my the MedStar Privacy Officer and signs the MedStar business associate agreement.  

· The business associate engaged for this purpose may be the researcher who will use the LSD for research.
	1) Custodian must follow HIPAA Verification procedures.

2) Custodian must retain copy of executed DUA for six years.

3) Custodian may engage a business associate to create the LDS, provided that the business associate is approved my the MedStar Privacy Officer and signs the MedStar business associate agreement.  

· The business associate engaged for this purpose may be the researcher who will use the LSD for research.

	
	
	
	
	
	

	Records Research, Database Research, or Chart Review 

(Applies to both Common Rule exempt and HIPAA exempt research, including any research for which informed consent will not be obtained.)
	MedStar-employed treating physician may only:

· access or use MedStar records or PHI for such research with IRB approval of waiver of authorization.  
This requirement applies to all such research, regardless of sponsorship.

Researcher must: 

· submit completed waiver form to the MedStar IRB and 
· provide copy of approved waiver to data/records custodian. 

If the researcher obtained an IRB waiver of consent for the research project prior to 4/14/03, the protocol is grandfathered and the researcher does not need to obtain a waiver of HIPAA authorization for this protocol. 

Exempt research is not grandfathered and will require a waiver of authorization. 

For grandfathered protocols, the researcher should provide a copy of the approved IRB waiver of consent or IRB letter confirming waiver to the data/records custodian.
	MedStar employees may only:

· access or use MedStar records or PHI for such research with IRB approval of waiver of authorization.  
This requirement applies to all such research, regardless of sponsorship.

Researcher must: 

· submit completed waiver form to the MedStar IRB and 

· provide copy of approved waiver to data/records custodian.

If the researcher obtained an IRB waiver of consent for the research project prior to 4/14/03, the protocol is grandfathered and the researcher does not need to obtain a waiver of HIPAA authorization for this protocol. 

Exempt research is not grandfathered and will require a waiver of authorization.

For grandfathered protocols, the researcher should provide a copy of the approved IRB waiver of consent or IRB letter confirming waiver to the data/records custodian.
	Non-MedStar employees may only : 

· access or use MedStar records or PHI for such research with IRB approval of waiver of authorization.  
This requirement applies to all such research, regardless of sponsorship.

Researcher must: 

· submit completed waiver form to the MedStar IRB or home IRB and 

· provide copy of approved waiver (or an IRB letter confirming waiver of consent only, for studies that began prior to 4/14/03) to data/records custodian. 

If the researcher obtained an IRB waiver of consent for the research project prior to 4/14/03, the protocol is grandfathered and the researcher does not need to obtain a waiver of HIPAA authorization for this protocol. 

Exempt research is not grandfathered and will require a waiver of authorization.

For grandfathered protocols, the researcher should provide a copy of the approved IRB waiver of consent or IRB letter confirming waiver to the data/records custodian.
	1) Custodian must follow HIPAA Verification procedures;

2) Custodian may rely on external IRB or Privacy Board waiver approval to release records if reliance appears “reasonable.”

· Consult MedStar Privacy Officer if necessary.

3) Custodian must retain waiver form for six years.

4) If researcher is not a MedStar employee, custodian must:

· maintain a disclosure log (PI name, protocol title, date, and records accessed) and
· must produce the necessary information when MedStar is asked to generate an accounting of disclosures.

5) Information in disclosure logs and researchers’ certification forms should be retained for six years.

6) Custodian may release data if presented with a valid lRB approval letter waiving consent for the protocol that is dated prior to 4/14/03

· no waiver of HIPAA authorization is required.


	1) Custodian must follow HIPAA Verification procedures.. 

2) Custodian may rely on external IRB or Privacy Board waiver approval to release records if reliance appears “reasonable.” 

· Consult MedStar Privacy Officer if necessary.

3) Custodian must retain waiver form for six years.

4) If researcher is not a MedStar employee, researcher must:
· place a copy of the approved waiver in each record disclosed; or
· maintain a disclosure log (PI name, protocol title, date, and records accessed) and must 

· produce the necessary information when MedStar is asked to generate an accounting of disclosures.

5) Information in disclosure logs and researchers’ certification forms should be retained for six years.

6) Custodian may release data if presented with a valid IRB approval letter waiving consent for the protocol that is dated prior to 4/14/03 

· no waiver of HIPAA authorization is required.



	
	
	
	
	
	

	Databases Created or Maintained for Research Purposes Only

(For creating and maintaining a research database, including data import)
	Creation of a research database by a MedStar-employed treating provider requires: 

· a request from the IRB for exemption status (from the IRB Chair or their designee) utilizing the IRB Exemption Request Form, and 
· an IRB waiver of authorization.  

Prior to creating a research database, the researcher must: 

· submit completed IRB Exemption Request Form and waiver forms to the MedStar IRB.

Once the exempt status is approved, and the waiver of authorization is approved; then 

· The researcher may access and use MedStar PHI for the purpose of creating the research database and importing data.

Note: Before exporting data to a researcher for a specific research study (or using data in the database for research), the database custodian must: 

· obtain or be provided with documentation that an IRB has granted the researcher a waiver of authorization (and documentation of IRB approval and waiver of consent for the research, where applicable) 

To use or permit another researcher to access the database for:

· preparatory research activities or 

· to conduct research limited to decedents’ health information, 

the database custodian must obtain the researcher’s signed certification form, as indicated above.


	Creation of a research database by a MedStar-employed researcher who is not a treating provider requires: 

· a request from the IRB for exemption status (from the IRB Chair or their designee) utilizing the IRB Exemption Request Form, and 
· an IRB waiver of authorization.  

Prior to creating a research database, the researcher must: 

· submit completed IRB Exemption Request Form and waiver forms to the MedStar IRB.

Once the exempt status is approved, and the waiver of authorization is approved; then 

· The researcher may access and use MedStar PHI for the purpose of creating the research database and importing data.

Note: Before exporting data to a researcher for a specific research study (or using data in the database for research), the database custodian must: 

· obtain or be provided with documentation that an IRB has granted the researcher a waiver of authorization (and documentation of IRB approval and waiver of consent for the research, where applicable) 

To use or permit another researcher to access the database for:

· preparatory research activities or 

· to conduct research limited to decedents’ health information, 

the database custodian must obtain the researcher’s signed certification form, as indicated above.
	Creation of a research database by a non-MedStar employed researcher requires:

· a request from the IRB for exemption status (from the IRB Chair or their designee) utilizing the IRB Exemption Request Form, and 
· an IRB waiver of authorization.  

Prior to creating a research database, the researcher must: 

· submit completed IRB Exemption Request Form and waiver forms to the MedStar IRB.

Once the exempt status is approved, and the waiver of authorization is approved; then 

· The researcher may access and use MedStar PHI for the purpose of creating the research database and importing data.

Note: Before exporting data to a researcher for a specific research study (or using data in the database for research), the database custodian must: 

· obtain or be provided with documentation that an IRB has granted the researcher a waiver of authorization (and documentation of IRB approval and waiver of consent for the research, where applicable) 

To use or permit another researcher to access the database for:

· preparatory research activities or 

· to conduct research limited to decedents’ health information, 

the database custodian must obtain the researcher’s signed certification form, as indicated above.
	1)
Database custodian must: 

· follow HIPAA Verification procedures when permitting researchers to access the database; and
· retain documentation of IRB waivers (or certification forms, where applicable)

2)
The database custodian may not 

· use the data for a specific research purpose, 

· permit researchers to access the data, or 

· export the data for a research project without the necessary HIPAA documentation, as described above.

3)
Database custodians must retain HIPAA forms and maintain disclosure logs as described above.
	1)
Custodian must: 

· follow HIPAA Verification procedures when permitting researchers to access the database; and
· retain documentation of IRB waivers (or certification forms, where applicable)

2)
The custodian may not 

· use the data for a specific research purpose, 

· permit researchers to access the data, or 

· export the data for a research project without the necessary HIPAA documentation, as described above.

3)
Database custodians must retain HIPAA forms and maintain disclosure logs as described above.

	All Research Requiring Written Patient Informed Consent
	Always obtain signed MedStar Research Authorization form.  

· PI must retain the original signed authorization form for six years, and 

· provide a copy to the MedStar data/records custodian if data/records release has been authorized.

Research Involving Mental Health Records/Information

Note:  If the research involves mental health records from a DC MedStar facility: 

· the researcher must use the HIPAA authorization form that is specific to D.C. mental health records and

· The researcher must sign the DC assurance statement at the bottom of this authorization.  

If the research involves both “psychotherapy notes”*** as defined by HIPAA in addition to other PHI, two authorization forms are needed: 

(i.e., the researcher must obtain a general research authorization and a separate MedStar research authorization that is specific to the use/disclosure of the psychotherapy notes.)
	Always obtain signed MedStar Research Authorization form. 

· PI must retain the original signed authorization form for six years, and 

· provide a copy to the MedStar data/records custodian if data/records release has been authorized.

Research Involving Mental Health Records/Information Note: If the research involves mental health records from a DC MedStar facility:

· the researcher must use the HIPAA authorization form that is specific to D.C. mental health records and
· The researcher must sign the DC assurance statement at the bottom of this authorization.

If the research involves “psychotherapy notes”***  as defined by HIPAA in addition to other PHI, two authorization forms are needed: 

(i.e., the researcher must obtain a general research authorization and a separate MedStar research authorization that is specific to the use/disclosure of the psychotherapy notes.)
	Always obtain signed Research Authorization form.  

· PI must retain the original signed authorization form for six years, and 

· provide a copy to the MedStar data/records custodian if data/records release has been authorized.

· If non-MedStar form will be used, submit form to MedStar Privacy Officer or Privacy Officer’s designee (which is presently the MRI Office of Research Programs) for review and approval.

Research Involving Mental Health Records/Information
If the research involves mental health records from a DC MedStar facility: 

· the researcher must use the HIPAA authorization form that is specific to D.C. mental health records and
· The researcher must sign the DC assurance statement at the bottom of this authorization.

If the research involves “psychotherapy notes”*** as defined by HIPAA in addition to other PHI, two authorization forms are needed 

(i.e., the researcher must obtain a general research authorization and a separate MedStar research authorization that is specific to the use/disclosure of the psychotherapy notes.)
	1) Custodian must verify that signed Research Authorization Form completed.

2) Custodian must retain copy of the Authorization form for six years.


	1) Custodian must verify that signed Research Authorization Form completed.

2)
Custodian must retain copy of the Authorization form in patient’s medical record for no fewer than six years.

	
	
	
	
	
	

	Publication or Public Display of Photographs or other PHI 

(e.g., in case studies, research reports, or presentations)
	MedStar Employees may use photographs or other PHI on MedStar premises for:

· treatment, 

· education (i.e., rounds) or 

· other operational purposes, 

provided that the amount of PHI used is the minimum necessary.  

Specific Patient Authorization is Required For:

Any disclosure of identifiable (or potentially identifiable) photographs or other PHI in:

· publications (e.g., case reports to a medical journal); or 

· presentations outside of MedStar (including scientific meetings) 

Note:  The MedStar research authorization will request the patient to authorize research-related publication or presentation of PHI, (excluding name, address, social security or medical record number, initials, or full face/profile photographs).
An IRB may not waive authorization requirement and permit the publication or public display of PHI, including identifiable photographs.

Note:  Publication for Research Purposes

If the publication or presentation describes a systematic investigation to obtain generalizable knowledge (i.e., research), then: 

· IRB approval (or exemption) and 

· HIPAA authorization (or waiver) 

must have been obtained prior to the inception of the project (unless project is grandfathered, as described above). 

	MedStar Employees may use photographs or other PHI on MedStar premises for: 

· treatment, 

· education (i.e., rounds) or 

· other operational purposes, 

provided that the amount of PHI used is the minimum necessary.  

Specific Patient Authorization is Required For:

Any disclosure of identifiable (or potentially identifiable) photographs or other PHI in: 

· publications (e.g., case reports to a medical journal); or 

· presentations outside of MedStar (including scientific meetings) 

Note:  The MedStar research authorization will request the patient to authorize research-related publication or presentation of PHI, (excluding name, address, social security or medical record number, initials, or full face/profile photographs.)

An IRB may not waive authorization requirement and permit the publication or public display of PHI, including identifiable photographs.

Note:  Publication for Research Purposes

If the publication or presentation describes a systematic investigation to obtain generalizable knowledge (i.e., research), then:

· IRB approval (or exemption) and 

· HIPAA authorization (or waiver) 

must have been obtained prior to the inception of the project (unless project is grandfathered, as described above).


	Patient authorization must be obtained whenever: 

· potentially identifiable photographs or other PHI will be disclosed to a non-MedStar employee who is not a fellow or other trainee at a MedStar facility.

· Disclosures to fellows and trainees for purposes other than treatment or on-site education require patient authorization. 

Note:  The MedStar research authorization will request the patient to authorize research-related publication or presentation of PHI, excluding name, address, social security or medical record number, initials, or full face/profile photographs.

If the PHI will be published or presented for purposes not covered in the research authorization (e.g., off-site training purposes described above), then:

· the person wishing to make the disclosure must obtain the patient’s authorization and 

· place the signed authorization in the medical record. 

Signed authorization must be retained in patient’s medical record for no fewer than six years.
	
	


( If the MedStar-employed researcher is also the data/records custodian, he/she must fulfill the responsibilities of a custodian, as described in columns 4 and 5 of this table.


(( GU-employed faculty, even if they provide clinical services for MedStar, are considered non-MedStar employed researchers at this time.  Consult the MRI website for potential future updates.


((( Psychotherapy notes may not be accessed for a review preparatory to research or for any other research purpose without the specific written authorization of the patient who is the subject of the notes.  The HIPAA Privacy Rule defines “psychotherapy notes” as notes recorded by a mental health professional documenting or analyzing the contents of conversation during a counseling session, provided that these notes are separated from the medical record.  Psychotherapy notes do not include medication prescription and monitoring, type, date, or frequency of treatment, test results, or any summary of diagnosis, functional status, treatment plan, symptoms, prognosis, or progress.
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